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1. Executive Summary

The MySQL database is rapidly becoming the de-facto choice for traditional enterprises as well as
pioneering Web 2.0 companies. Webyog has been consistently delivering powerful tools exclusively on
the MySQL platform for the last 5 years.

While the adoption rate of MySQL continues to grow in momentum, it poses some unique challenges for
traditional DBAs and the companies they work for. Some of these challenges are:

Finding problem SQL

Analyzing MySQL performance data collected over a period of time
Ensuring availability of critical MySQL systems

Keeping the systems well tuned

Getting proactive alerts before problems start surfacing
Indentifying problems quickly

Monitoring server health continuously

Profiling queries
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Protecting critical Systems

To help DBAs meet these challenges, Webyog has created MONyog - MySQL Monitor and Advisor.
Whether they are working for large companies who have deployed hundreds of MySQL servers; or for
small businesses with only a handful of MySQL servers, MONyog is designed to scale DBA resources by
providing a unified, informed view into the health, security, performance and availability of the entire
MySQL server environment. This paper explores MONyog MySQL Monitor and Advisor in detail and
explains how it can be leveraged| & | & a énfaBoké. 5. !

2. What is the MONyog - MySQLMonitor and Advisor?

MONyog MySQL Monitor and Advisor is a MySQL DBA in a box¢  UhKlps KlySQL DBAs manage more
MySQL servers, tune their current MySQL servers and find and fix problems with their MySQL database
applications before they can become serious problems or costly outages.

MONyog proactively monitors enterprise database environments and provides expert advice on how

even those new to MySQL can tighten security, optimize performance and reduce downtime of their
MySQL powered systems.
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3. What is agent-less monitoring?

Answer this: How dis your DBAeel before installing a new component on your production servers?

a)
b)
c)
d)
e)

Unlike other Monitoring and Advisory Tools,ahb &2 3 R2 S &

Scared

Disgusted

Oh no. Not again!
Are you joking?
All of the above!

y2i

T2NDS

g2dz 02

on each of your MySQL hosts. Installing and maintaining monitoring agents can be a complex
administration task by itself.

MONyog uses a normal MySQL connection for monitoring MySQL. To collect OS data from remote
servers, MONyog use SSH for Linux and WMI for Windows. This means MONyog can collect all
monitoring data by using remote connections. This is a huge advantage that sets MONyog apart from all

other MySQL monitoring and advisory tools. Of course, MONyog supports SSH tunneling!

MONyog

MySQL Monitor and Advisor

List of Servers Tool: Logout

Help

List of Servers => Register a new server

MySQL Server Details
SSH Server Details
Data Collection Options
Processlist Options
Query Analyzer Settings
Log Settings
Sniffer Settings
MySQL Error Log Settings
Notification Settings
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Name

Tags (for grouping)

Motify when server restarts

MySQL Server Details

MySQL host
MySQL port
MySQL usemame
MySQL password

Is this replication slave?

Use S5H tunnel

Test Connection

SSH Server Details

Do you want to use S5H connection?

% Previous

Connection Name

Localhost

Use tags to categorize your servers
Ex. Typel Type 2 Type3
Separate multiple tags with a space

]

localhost
3306

root

© Yes @ No
Select "yes"if you want to monitor MySQL replication.
This option requires that the MySQL user has "Super” or
"Replication Client” global privilege

© Yes @ No
Use S5H tunneling to connect to the MySQL server

© ves 18 No
55H connection is used for
® Collecting OS metrics in Linux
® Accessing log files from remote systems on all
platforms. For retrieving system counters from Linuz,
the 55H user should have access to a shell, for log
retrieval, SFTP access should be enabled for user

Hext &

m

Hext &
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4. Is MONyog customizable?

Each of the MONyog Advisor rules allows the MySQL DBA to customize the thresholds that are

acceptable for specific MySQL servers. As an example, a DBA using the supplied! R@A 8 2 NJ wdzZf S da e {
Key Cache hasSub-h LJG A Y I £ | A (i lowdr thrasiRokl valWek f8r theizdM$SQL servers running

OLTP applications, while higher thresholds may be acceptable for OLAP applications.

The entire application logic of MONyog is coded as JavaScript Objects that are parsed and executed by

GKS ahbe23Qa SYO0SRRSR Wiscpt GbjechArd diailabledmyfiivONysgdn ¢ KSa S W
source form. This means that you can add new advisors, modify existing advisors or simply remove

some of the predefined advisors supplied by Webyog.

In fact, you can delete all predefined advisors supplied by Webyog and roll out your MySQL Monitoring
and Advisory Tool!

5. Licensing

MONyog follows simple perpetual licensing. It does not come bundled with any other commercial
offering. Customers are not forced to pay high subscription fees every year.

6. Comparison between MONyog and other Monitoring Tools

MONyog Other Monitoring Tools

Helps you optimize my.cnf/my.ini and identifies Helps you optimize my.cnf/my.ini only. No support

problem SQL for identifying problem SQL

Shrink-wrapped software Bundled with other commercial offerings.

Agent-less Monitoring Agents are required to be installed on each MySQL
server

Perpetual Licensing Subscription Based Licensing

Fully customizable using JavaScript and MONyog Limited Customization

Object Model (MOM)

Low footprint. Embedded web-server and Bloatware. Forces you to install multiple agents,

database web-servers and language runtimes!

Simple Installation. Zero Maintenance Complex Installation and Maintenance

Slick AJAX Interface. Real time charting without Classic web-interface. Full web refreshes during

annoying page refreshes updates
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7. How MONyog helps the DBA?

MONyog is designed to help companies scale their existing MySQL DBA resources by providing a single,
consolidated view in the health, security, performance and availability of all of their MySQL servers. It
proactively monitors all MySQL servers using a set of predefined expert advisors, to identify and alert
DBAs of problems, security vulnerabilities and tuning opportunities so they can be acted upon well in
advance of a problem or outage occurring.

7.1 Finding problem SQL

ae{v[] OdNNByife fI101a IROIYOSR |jdzSNE LINRPFAfAY3I G2
MySQL monitoring tools provide monitoring and advisory information on various system metrics, they

R2y Qi KSfLI Ay LAYLRAYGAY3T GKS LINRPOfSYFGAO IjdzSNR Sa
mysql.cnf / mysql.ini parameters can match the performance gains that can be achieved when

problematic queries and identified, rewritten and/or appropriate indexes are created.

MONyog finds problem SQL by

Querying MySQL Proxy

Analysing General Query Log

Analysing Slow Query Log

Issuing SHOW PROCESSLIST at regular intervals

P wne

Additionally, the reports created by above methods can be exported as CSV. This means that you can
further customize the report using a spreadsheet or by simply importing the CSV output into a MySQL
table for further analysis.

7.2 Real time query monitoring and sniping

The above mentioned methods are really useful to find problem SQL in an application & tune those
queries. However, using these tools to find problem is almost always a post-mortem exercise. In certain
situations you may want real-time notifications for long running queries. MONyog gives you exactly that.
MONyog can continuously monitor queries in real-time and send notifications (on Mail or SNMP) for
gueries that take more than a specified amount of time to execute. You can also specify an option to kill
such queries.
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7.3 View and understand trends bynalyzing historical data.

You decide yourself for how long data collected by MONyog will be stored. They are stored in a high-
performance database. By analyzing historical data, you can quickly get answers to questions like:

How many times and when MySQL went down in the last 6 months?

=

Which day of the week has maximum MySQL activity?
How many login attempts with wrong passwords were made yesterday? What was the time
when those attempts were being made?

Sudden changes in performance parameters and problems (due to change of application etc.) will also
be very visible immediately.

Wed Nov 25 2009

200%/11/25 0%:00:00 - 0%:5%:59 77105
2009/11/25 10:00:00 - 10:59:59 0.00%

2009/11/25 12:00:00 - 12:59:59 20.00%
200%/11/25 13:00:00 - 13:59:5% 6.90%

200%/11/25 14:00:00 - 14:5%:59 0.00%

2009/11/25 16:00:00 - 16:59:59 40.00%
2009/11/25 17:00:00 - 17:59:59 75.00%
200%/11/25 18:00:00 - 18:53:5% 64.58%
200%/11/25 1%:00:00 - 1%:5%:59 93.10%
2009/11/25 20:00:00 - 20:59:59 63.46%

izUDQ.-"ll.Q? 13:00:00 - 13:59:59, 100

MONyog Trend analyzer displays that, in this particular case the MySQL server load is high between 14
hours and 15 hours everyday.
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74 Howfast can a DBA stamnonitoring MySQL servers?

The short answer is ¢ in less than one minut&he unique architecture and low-footprint of MONyog
enables DBAs to install and configure all components required for monitoring MySQL servers in less than
1 minute.

This is in sharp contrast with other Monitoring and Advisory Tools that force you to install agents, web-
servers, multiple language runtimes, etc before DBAs can even start monitoring MySQL servers.

7.5 Real timeDashboard for Monitoring All MySQL Servers

One of the biggest challenges the MySQL DBA faces is managing an ever-growing number of MySQL
servers and databases. Regardless of the size of the MySQL environment, each server requires specific
attention when it comes to basic administration, security, performance monitoring and availability. To
give the MySQL DBA a proactive advantage in all of these areas, MONyog provides the dashboard. Using
the dashboard, DBAs can monitor MySQL and OS specific metrics for single or groups of servers. The
dashboard is designed so DBAs can easily understand the complete security, availability, and
performance picture of all their MySQL servers in one place, all from a slick AJAX interface.

Unlike other monitoring tools that use annoying page-refreshes for real time charting, MONyog uses
Flash/Silverlightcharts 2 Y I {S &dz2NB GKI G &2dz 3SG & NHSE
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MONyog

MySQL Monitor and Advisor

Dashboard

Show last 20

Production Server

~ colections | Plot on value per sec | Chart size Medium - | || Show X-axis labels |

Test Server

MyS0QL Availability

$000000000000000000}

MySOQL Availability

$§0000000000000000004

| u Available B Mot available I | u Available B Mot available I
Connections Connections
T Y ) ) [ ) I Y [ Y
L#]

¥ S I Y Y ¥ . 1 g - Y Y B Y 1
£ 0.06 I b 0.24 Al
o I I S Y Y o . o - S B i
I B B T - o B s
> > 0 I

0.0 g 0 o o | \

DM ’ DM‘C‘!‘.
B Attempts B Refused B Terminated B Attempts B Refused B Terminated
abruptly abruptly

Ohage

Cache Hit Rate

B MyISAM Key Cache B InnoDB Cache
¥ Query Cache

Ohage

Cache Hit Rate

{4 e s ) s B s s s s
80
Jol——F T T T T T T 1
60
38 AN I N O N N A O
so| I [ T [ [ T T T T T 17
20
10 N I N [N I N N I N N N |
L e e e e

B MyISAM Key Cache B InnoDB Cache

W Query Cache

0000000000000

Statements Statements
2.93K G.836K
| e e e e 3T e e e e e
2,344k, S.469K
Y Y G Y
2.051K T 4.785K
2 igggﬁhj’m AR AN & a0 T T 00 4000 W
L3 Sﬂf n
B Tz V! Ty Y L= .+ = I ) ) Y |
600 1.367K
200 | | | | | | | 1 | | | 200 | | | | | | | ] | | | |
oc Dlmﬁﬁm]
W SELECTs  ® INSERTs W UPDATEs W SELECTs M INSERTs W UPDATEs
B DELETEs B DELETE=
System Awvailability System Availability

$e000000000000

B CPU Used

| = Available ™ Not available I | = Available  ® Not available I
CPU Usage CPU Usage

5 Y O Y Y 5 Y Y Y

S I rrrrrrririrg S I rrrrrrririrg

E - I Y é& - I Y
40 40

) I Y Y Y Y I ol | [ AT T

20 20 %

10
u}

B CPU Used

Production Server

Page 8 of 10

Test Server

© Webyog




MONyog White Paper

7.6 Compare unlimited servers sidey-side

The MONyog Enterprise Dashboard shows real time charts of all important metrics that provides a
consolidated view into the availability and performance of all of the MySQL servers across the
enterprise. From these real-time charts the MySQL DBA can instantly tell:

The availability status of all MySQL servers

Important OS metrics that may be affecting MySQL
Which MySQL servers need attention and

Where and how they need to spend their limited time

= =4 =4 =4

[tQ not rare to find DBAs who monitor hundreds of MySQL servers. Managing large number of servers
has just gotten a whole lot easier. With tagging, you can categorize your servers into logical groups, and
monitor large number of servers using single instance of MONyog.

7.7 Error Log Monitoring

Monitoring the MySQL error log is absolutely critical for any MySQL DBA. Ignore the error log at your
own perill MONyog is the first MySQL Monitoring Tool to monitor the MySQL Error logs. MONyog can
optionally send notifications over SMTP or SNMP for MySQL error log events that require attention.

7.8 TheMONyogAdvisors- Fix Problemgroactively

MONyog supplies right out of the box, hundreds of Advisors that are designed to automatically examine
I aé{v][ coaf§ukEbS, BeEdty, and performance levels, identify problems and tuning
opportunities and provide the MySQL DBA with specific corrective actions.

MONyog
MySQL Monitor and Advisor
Tre— | ist Ty eee . ihoard | Disk Info | Query Analyzer | Tools | Logout | He
Timeframe: @ All Time/Current ) Delta - Last two collections ) History/Trends
Production Server « | Test Server « |
General Info O Attempts 757.00 {0.007/sec) [sln  97.00 (0.004/5ec) =l
MySQL Logs ® Successful 540.00 {0.005/sec) |.Il 97.00 {0.004/sec) .I.
Connection History
Current Connections -~ Refused 217.00 {0.002/sec) M o0 M
MylSAM Key Cache -, Percentage of refused connections a 28.67% el B | 0 008 | | B
1. Try to isclate users/applications that are using an incorrect
InnoDB Cache ( . password or trying to connect from unauthorized hosts.
Terminated abrupth 12.00 {0.000/sec) 2. A client will be disallowed to connect if it takes more than
InnoDB Logs ( connect_timeout seconds to connect.
3. Set the value of log_warnings system variable to 2. This will
InnoDB - Others ( force the MySQL server to log further information about the
error.
Thread Cache [ ]
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7.9 What are theMONyogAdvisor Rules?

The MONyog Advisor Rules are a set of best practices that allow DBAs to implement new MySQL servers
with confidence and to proactively manage the dynamic nature of all of their MySQL servers over time.

The MONyog Advisor Rules do this by monitoring all MySQL servers and notifying the DBA with specific
instructions on how to proactively address found exceptions to align with the best practices.

7.10 MONyogAdvisor Rules Productivity through Automation

MONyog makes MySQL DBAs more productive by allowing them to automate each of the MySQL
Advisor Rules for unattended, around the clock operations. This helps minimize human errors, improves
overall productivity and lowers the total cost of associated with managing MySQL.

7.11 How do a DBA receive proactive alseft

For all of the Advisors, Advisor Rule violations trigger notification events can be sent via SMTP or SNMP
notifications. MONyog also provides expert advice on the specific problem that has been reported.

MONyog has a smart conceptcalledd 5 St | NBRYRUS FAOFI A2y aé d ¢KAA
sent for insignificant events. It can be defined that a problem must have existed for a number of sample
intervals continuously (in a row) for an alert to be sent. A global setting for each server is available from
GUI.

8. Conclusion

{ SNIBA Y 3 I & idabdxéa®ONywd prodstively monitors all of the MySQL servers across the
enterprise, and empowers the DBA to address specific problems and tuning opportunities before
problems start surfacing. The combination of enterprise visibility, proactive monitoring and expert
advice and guidance in problem identification and resolution makes MONyog the perfect addition for
managing and tuning MySQL servers.*
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